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Vision: Users can act securely and safely in ;
the Information Society while keeping

sovereignty of their private sphere.

Objectives: o Develop solutions to empower
individuals to control their private
sphere and manage their identities.

e Trigger persuasive deployment of
privacy-enhancing identity
management solutions.

Results: Legal, socio-economic, usability, and application requirements.
Public integration framework.
Public architecture & specifications.

Application-driven prototypes.

Exploitation: Providing novel solutions for practical use and standardisation.

Duration: 4 years.
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/Absiraci /Deiailed Objectives

Information technologies are becoming pervasive and | | @ Develop a set of detailed application scenarios.
powerful to the point that privacy of citizens is now at
risk. In the Information Society, individuals want to| | @ Select a number of privacy-enhancing IDM

keep their autonomy and retain control over personal solutions and develop comprehensive sets of
information, irrespective of their activities. The requirements on these from a technical, usability,
widening gap on this issue between laws and practices legal, social and economic point of view.

on the networks undermines trust and threatens critical
domains like mobility, health care and the exercise of | | @ Select 1-2 of these specific solutions and
democracy. prototypically implement them.

PRIME cddresses this issue via an integrative
approach of the legal, social, economic and technical
areas of concern to build synergies about the
research, development and evaluation of solutions on
privacy-enhancing identity management (IDM) that
focus on end-users. The work plan supports this
integration over the project lifetime through multiple
iterations of increasing complexity.

e Develop HCl models that make privacy-enhancing
IDM understandable by and easily accessible to
users and service providers.

e Performing research in the related areas of
ontologies, authorisation and trust models,
cryptographic mechanisms, secure and privacy-
enhancing end-to-end communication,

PRIME claborates a framework to integrate all technologies that enable trust in privacy-enhancing
technical and non-technical aspects of privacy- IDM solutions, and in assurance through formal
enhancing IDM. During and after the project, the evaluations and seals.

framework will act as a lingua franca between all
actors and reinforce their roles and responsibilities for
full effectiveness.

e Combine the various technical and non-technical
requirements and results into a technical PRIME
architecture and interdisciplinary PRIME
framework for privacy-enhancing IDM.

PRIME advances the state of the art far beyond the
objectives of existing initiatives to address
foundational technologies (human-computer
interface, ontologies, authorisation, cryptology),
assurance and trust, and architectures. It validates its
results on the basis of prototypes and experiments with
end-users, taking into account legacy applications
and interoperability with existing and emerging IDM
standards.

e Conduct an extensive outreach and training
programme covering the production of tutorial
materials, the establishment of a PRIME
knowledge base, the co-ordination with standards
and regulatory bodies to support project
dissemination and exploitation.

PRIME creates awareness and timely disseminates its
results, in particular through computer-based
education.

PRIME Principles

Design must start from maximum privacy.

PRIME involves leading experts from application and
service providers, data protection authorities,
academic and industrial research, and invites all
major stakeholders to join its Reference Group.
PRIME participation prepares the transfer of its results
to industry and standardisation to strongly support
European privacy regulations and reinforce European
leadership.
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Explicit privacy rules govern system usage.

Privacy rules must be enforced, not just stated.

e Privacy enforcement must be trustworthy.

e Users need easy and intuitive abstractions of
privacy.

Privacy needs an integrated approach.

Privacy must be integrated with applications.
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